
Baltic Marine Environment Protection Commission 
Second Inter-regional Workshop on Risk 
Assessment Tools for Pollution Prevention and 
Response 

Lisbon, Portugal, 12 October 2017 

1 

Second OpenRisk Inter-regional Workshop on Risk Assessment 
Tools for Pollution Prevention and Response 

Contents 

Introduction ...................................................................................................................................................... 2 

Background ....................................................................................................................................................... 3 

The Second OpenRisk Workshop ..................................................................................................................... 4 

Risk Management Standard Implementation in Pollution Prevention and Response ................................... 4 

Round Table Discussion .................................................................................................................................... 4 

Applicability of ISO31000:2009 Standard ...................................................................................................... 4 

Scope of the risk management in OpenRisk .................................................................................................. 5 

Suggested process for risk management - “intermittent, periodic, strategic” ............................................. 5 

Risk Assessment Tools ...................................................................................................................................... 6 

Evaluation of Risk Assessment Tools ............................................................................................................... 7 

Closure and Next Workshop ............................................................................................................................. 9 

Annex 1. List of Participants ............................................................................................................................ 10 

Annex 2. Workshop Program .......................................................................................................................... 11 

Annex 3. Background and group work material .............................................................................................. 12 



Outcome of OpenRisk WS 2-2017 

2 

Introduction 

The Second Inter-regional Workshop on Risk Assessment Tools for Pollution Prevention and Response took 
place on 12 October 2017, in Lisbon, Portugal. The host of the Workshop was Lisbon Agreement. 

The Workshop was attended by participants from national administrations, intergovernmental regional 
organizations, EMSA, IALA, ITOPF and research institutions, as well as the HELCOM Secretariat. A full list of 
participants is presented as Annex 1. 

The OpenRisk Project Manager, Mr. Valtteri Laine, acted as a moderator of the Workshop. The OpenRisk 
partners worked as Secretaries in cooperation. 

The Workshop program (Annex 2) was organized in two parts. The first part was focused on the ISO 31000 
Standard and implementation to the PPR activities. In the beginning, the participants heard a presentation 
about the topic, which was followed by round table discussion. The main objective of this part was to get 
feedback from the participants on proposed implementation.  

In the second part the focus was on open source RA tools. It was started with six presentations on RA tools, 
which was followed by evaluation using the material shared on the Workshop (Annex 3). The main 
objective of this part was to get data for further evaluation concerning the applicability and attributes of 
different types of RA tools. 

The presentations of the Workshop are available on the public HELCOM meeting site of the OpenRisk 2-
2017 Workshop. 

 Figure 1 - Group photo of the 2nd OpenRisk Workshop. 

https://portal.helcom.fi/meetings/Openrisk%20WS%202-458/default.aspx
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Background 

Maritime risk assessments are vital to promoting risk-based decision-making in preparedness and response. 
Current practices, however, must be improved. Recent national and regional risk assessments have been 
successful, but largely one-off, projects. This one-off nature does not allow following how the risks of 
accidents, and pollution, develop over time and in space - or how efficient the measures to improve 
prevention and preparedness have been. 

New approaches enabling high frequent risk assessments with a low cost are greatly needed to unleash the 
full potential of risk assessments within regional intergovernmental PPR organizations. 

The HELCOM-led OpenRisk Project (2017-2018, DG ECHO PREV/2016/26) will take the first steps in drafting 
an optimized and open method toolbox for such frequent PPR risk assessments for regional and national 
use. 

Through a series of four workshops (June 2017, October 2017, June 2018 and October 2018) the project will 
engage regional pollution preparedness and response (PPR) organizations, Risk Assessment experts and 
other stakeholders in order to: 

• share lessons learned on risk assessments within European and global institutions and regional seas
PPR organizations;

• discuss drafts and provide guidance for the open source toolbox for PPR risk assessments
developed by OpenRisk;

• gather momentum, discuss next steps and create partnerships for developing and applying risk
assessments for PPR purposes in regional seas organizations in Europe and worldwide.

In the First OpenRisk Workshop, the focus was on end-user needs. Based on its results, the Second 
Workshop was focused on implementing the ISO Standard to the PPR activities and evaluation of RA tools. 

Figure 2 – Bringing risks under control in the port of Genoa. 
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The Second OpenRisk Workshop 

The participants were welcomed to the Workshop by the Minestério do Mar of Portugal, Mrs. Graça 
Espada. (Presentation 1) 

On behalf of the HELCOM and the OpenRisk partners, the Project Manager, Mr. Valtteri Laine, said the 
welcoming words. In addition, he presented the main outcomes of the First OpenRisk Workshop, and the 
agenda of the Second Workshop. (Presentation 2) 

Risk Management Standard Implementation in Pollution Prevention and 
Response  

The first part of the Second OpenRisk Workshop was started with a presentation made by Mr. Floris 
Goerlandt (HELCOM). The topic was ISO31000:2009 Risk Management Standard Implementation in 
Pollution Prevention and Response. The presentation started with general background and philosophy of 
the standard, followed by a description of its main elements (principles, framework and process).  

Subsequently, a suggestion was put forward to implement it to the PPR activities, using three interlinked 
processes operated on different time scales, with different aims and using different tools. The link between 
the OpenRisk recommended tools and these processes was introduced. To support the participants’ 
understanding of the key concepts and ideas in the presentation, WMU had prepared handouts, which 
were shared with the participants and used in the subsequent round table discussion. (Presentation 3) 

Round Table Discussion 

The presentation of ISO31000:2009 Standard was the starting point for roundtable discussion. This was 
facilitated by Mr. Michael Baldauf (WMU), supported by a presentation to help the participants recall the 
ideas in focus. During the round table discussion, the participants had a number of comments related to the 
i) applicability of the ISO31000:2009 Standard, ii) the scope of risk management in OpenRisk, and iii) the
suggested three-stage risk management process. (Presentation 4)

Applicability of ISO31000:2009 Standard 

• The overall impression of the Standard was positive, and it was considered important to have the
discussion on a holistic view on risk management for pollution prevention and response. ISO31000:2009
was considered to be able to provide that view.

• Flexible nature is considered to be one of the most positive aspects of the ISO31000:2009 Standard. It
was stressed that the Standard is not intended for certification, but is a collection of best practices,
which can be flexibly interpreted and adapted to the specific needs of an organizational context.

• The participants also stressed that application of the Standard should be such that the users are not
overloaded, and that administrative overhead should be kept at an absolute minimum.
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Scope of the risk management in OpenRisk 

• In the presentation, based on the results of the First OpenRisk Workshop, it was stressed that the
OpenRisk toolbox should focus on planning tools for oil spill risk Pollution Prevention and Response. It
was agreed that this is a realistic scope given the project resources.

• The presentation also made clear that, according to ISO31000:2009 (and other Standards and
guidelines), risk management is more successful if a wider scope is considered.

• Some participants strongly agreed that the OpenRisk manual under preparation should be generic
enough to allow future extension of the basic ideas also for other pollution types (e.g. chemicals,
sewage, etc.). It was agreed that focusing only on specific risks in the context of particular organizational
mandates and responsibilities may lead to “local optimization”, and thus potentially would not be the
most cost-efficient way of managing risks when considering the overall picture.

• However, several participants also noted that in practice, many organizations and authorities are
involved in pollution prevention and response activities. These have to work according to their mandate, 
which is highly political, so making changes to that is challenging and perhaps not desirable, as many
other factors need to be considered.

• Hence, it was commented that the risk management framework should be built in a flexible way, so that
the tools in focus would relate to particular issues (oil spill risk), and that the results of the OpenRisk
tools would be communicated between different organizations according to their mandate.

Suggested process for risk management - “intermittent, periodic, strategic” 

• The discussion highlighted that the risk management process in general is supported by the participants.
For the response authorities in particular, most participants found that their main interest is in the
intermittent and periodic stages, where focus is on risk monitoring and making adjustments to resources 
within already allocated funding.

• One important comment concerned the terminology. Some participants found that the terminology
“periodic” vs “intermittent” could easily be confused, and that terminology like “short/medium/long-
term” planning could be more informative. Furthermore, the three different stages need more
clarification and insight for the end-users.

• The strategic (long-term) process, which aims at long-term investment planning, would typically require
additional resources for the organization(s) involved. Risk analyses would help in the argumentation
about specific investment needs, but it was also found that past experience shows that the results from
large-scale risk analyses, having a wide scope, can be difficult to implement.

• Concerning the intermittent (short-term) risk process, which mainly uses tools based on AIS analysis, for
risk monitoring, it was found that these should focus on the changes in risk levels rather than on absolute 
risk levels, which is compatible with the ideas in the ISO31000:2009, which focuses on uncertainties and
deviations from reference levels.
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• It was also discussed how often this risk monitoring should be reported. No final consensus was reached
on this, but e.g. in Norway an annual report will be prepared with every fourth year a more in-depth
report. Other participants found that too short periods would likely not be able to reveal relevant trends.

• Another important issue was raised concerning the intermittent (short-term) processes by several
participants: data does not tell the whole story. So the intermittent process can be informed by risk
monitoring based on the AIS-based analysis, but it is important to also have a process in place to identify
new and emerging risks (e.g. future autonomous ships, new oil types used), e.g. through expert
workshops.

• It was also noted that, while the overall three-stage process seems to have quite wide support, the
actual implementation would likely be different in different authorities. Hence, the guidelines should be
flexible to allow organizations to adapt the tools and processes to their own needs, e.g. by using other
tools for the analyses, or e.g. by only implementing the short/medium-term processes (with nationally
agreed reporting frequencies).

• Furthermore, it was highlighted that expertise has different aspects and mainly depends on professional, 
theoretical and practical background of users. This has to be taken into consideration when designing
the toolbox and provide tools.

Risk Assessment Tools 

The second part of the OpenRisk Workshop started with presentations on RA tools. 

Mr. Jon-Arve Røyset (Kystverket) presented the ongoing work within Norway to develop a risk calculation 
system for accidental spills. With the help of the AIS-based system, the aim is that the user can easily 
provide overviews and reports in relation to traffic and accident trends in Norwegian waters. Close 
cooperation with OpenRisk has already been established and the tools developed in the Norwegian project 
will be published and thus be available (Presentation 5). 

Ms. Yvonne Koldenhof (MARIN) presented the AIS-based dynamic risk assessment approach developed by 
the MARIN. The system uses encounters and near-misses to identify potential high risk areas. A Risk Index 
is calculated for each ship for each point in time. MARIN will develop an AIS-based dynamic risk approach 
for the project as well as demonstrate it in the Baltic Sea (Presentation 6). 

Mr. Valtteri Laine (HELCOM) presented the Maritime application of Event Risk Classification, and how it can 
be used to identify risks. In addition, he presented BowTie method, which is commonly used for risk 
analysis (Presentation 7).  

Mr. Omar Eriksson (IALA) presented the open source RA tools of IALA. This included the AIS data based tool 
IWRAP, which is commonly used around the world for maritime risk assessment (Presentation 8). The other 
tool in his presentation was PAWSA. This more qualitative RA tool is originally developed by the USCG, and 
it is also widely used within the IALA member states (Presentation 9).  

In addition, Mr. Malek Smaoui (REMPEC) presented the AIS Report 2014, which was one of the outcomes of 
MEDESS-4MS project (INF paper 1). Furthermore, he shared the document Guideline of Oils Spills Risk 
Assessment and Management to the HELCOM meeting documents (INF paper 2). 
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Evaluation of Risk Assessment Tools 

The participants were asked to rank the six presented RA tools according to the ISO 31000:2009 Risk 
Management Standard. The ISO 31000:2009 Standard tabulates and compares different risk methods 
according to various criteria such as resources required, complexity and applicability of tools for 
consequence and probability analysis.  

The Workshop organizers gave a brief overview of these criteria, and then requested the participants to fill 
in two tables similar as those found in the appendices to the ISO 31000:2009 Standard. The first table 
(Table 1) asked the participants about how applicable they felt the different tools were for the different 
steps of the risk assessment process. 

RA Tools Risk 
Identification 

Risk analysis Risk 
Evaluation Consequence Probability Level of Risk 

iWRAP A NA A A A 

PAWSA SA A A A A 

Kystverket Tool SA A A A A 

MARIN Tool A A SA A A 

BOWTIE A A A A A 

ERC A A A A A 
Table 1 – Applicability of the six RA tools to the different steps of the risk management process. 
Key: NA = Not applicable, A = Applicable, SA = Strongly Applicable 

The results indicate that the participants found most of the tools to be, on average, at least acceptable for 
the different risk assessment steps; the only exception is iWRAP, which was rated as being ‘Not Applicable’ 
for consequence assessment on average.  

The rating and comments by the participants also highlighted the strength of PAWSA and the Kystverket 
tools for the ‘Risk Identification’ stage. Both tools have a strong emphasis on scenario description and 
design, which makes this finding fairly logical. The MARIN tool was rated as being strongly applicable for 
probability calculations.  

The second table (Table 2) shows the attributes of the six different RA tools. The attributes help to describe 
the usability and perception of the tools on a more general level.  

Interestingly, all the tools were described as being ‘medium’ in terms of resource intensiveness, 
uncertainty, and complexity on average. The project team, however, believes this is not a very accurate 
representation of the tools, as these differ starkly in some aspects. The vapid rating results may be 
attributed to a small sample size of participants, as well as perhaps to a shortage of time, which prevented 
the participants from pondering and answering in full. 

The comments from the participants on the other hand, were quite insightful. For instance, it was 
highlighted that the tools developed by Kystverket and MARIN initially require a high level of resources and 
capabilities to set up. However, once an area has been defined in a GIS context, AIS data can be imported 
quite easily, reducing the resources and capabilities required at later stages of their application for these 
tools. By contrast, the participants felt that the iWRAP and PAWSA tools require a higher level of resources 
and capabilities during their application phase.  
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It was also mentioned that the Kystverket tool is not as suitable for holistic analyses as it is for detecting 
deviations and trends compared to reference levels, with analyses spanning short to medium periods. As an 
example, the Kystverket tool is deemed to be ideal for analysing the effects of risk control measures such as 
pilotage and VTS. By contrast, iWRAP is more suited for longer-term decision making and planning – 
particularly if there are socio-technical changes in a marine area or ship systems.   

All the tools presented also have an element of associated uncertainty in analyzing the risk of different 
scenarios. Because of the complex equations used in the Kystverket and MARIN tools, the uncertainty of 
these methods is particularly susceptible to the input data. The uncertainty of the ERC method is also highly 
sensitive to adequate data and information. According to some of the participants, this means that these 
tools should be used in conjunction with expert judgment and other tools or procedures. 

The participants viewed the complexity of the six tools quite differently. Some participants, for instance, 
indicated that the qualitative PAWSA, BOWTIE and ERC methods are more difficult to use or more complex 
than the quantitative methods; this may be because risk estimates provided by these methods are not as 
‘intuitive’ for operational users as those provided by the other tools. Another reason for this is that in the 
Kystverket and MARIN tools, the user essentially receives the results based on automated calculations 
using different data sources, whereas in the PAWSA, BOWTIE and ERC methods, the analysts have to work 
based on their insights in the system, using informed judgments. However, some participants also felt that 
the Kystverket and MARIN tools were more complex due to the underlying formulations and calculations. 
Having insight in the detailed calculation routes would be important for users to rely on these tools’ results. 

One participant also indicated their first and second choice as the Kystverket and MARIN tools respectively, 
whilst another mentioned that BOWTIE and ERC may be too theoretical for operational end-users, and thus 
not as intuitive as the more quantitative methods. There was also a suggestion to combine the Kystverket 
and MARIN models to better complement the risk assessment process. 

RA Tools Resources & 
Capability 

Nature & degree 
of Uncertainty 

Complexity Quantitative 
Output? 

iWRAP M M M Y 

PAWSA M M M N 

Kystverket Tool M M M Y 

MARIN Tool M M M Y 

BOWTIE M M M N 

ERC M M M N 

Table 2 – Attributes of the six RA tools. Key: L = Low, M = Medium, H = Strongly High 

While the results of the Workshop provide a good insight into end-user perceptions of the six different 
methods, further work remains to be conducted. In particular, the next step will seek to conclusively 
establish the attributes and applicability of various RA tools by using a larger sample size, and through more 
discussions with relevant stakeholders.  

Based also on other feedback received during and after the Workshop, the tools will be tested and 
evaluated in the Third Workshop through practical real-world example cases, activating the workshop 
participants in using the tools. Some workshop participants felt it was quite difficult to judge the 
applicability and attributes of the tools without having hands-on experience with them. 
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Closure and Next Workshop 

The Second OpenRisk Workshop met both of the objectives. The OpenRisk partners received valuable 
feedback from the participants on proposed implementation of ISO 31000 Standard to the PPR activities. In 
addition, the partners received data to make further evaluations concerning the applicability and attributes 
of the presented RA tools. 

Despite that the Second OpenRisk Workshop met both of the objectives, there was also some criticism by 
the participants. The Workshop was orientated too much on presentations, and the evaluation of the RA 
tools with the background material was not the best way to do it. Several participants found it difficult to 
provide meaningful assessments of the applicability of the tools. 

These comments were welcomed, and it was decided that for the next Workshop, the OpenRisk partners will 
be in contact with the end users of the OpenRisk tools before planning of the event, to ensure the agenda 
meets the expectations. It was clear that better use of the participants´ expertise could be made, and 
probably insights about the applicability of the tools could be gained through practical demonstrations, case 
studies and exercises, where workshop participants actively engage with the tools. This will be considered 
for the next Workshop, which will probably mean a two-day event will be necessary. 

Another issue which was discussed was the expectations for the final outcomes of the OpenRisk Project in 
terms of the tools produced. It was apparent that some participants were under the impression that 
integrated software packages would be produced. The project team clarified that software development is 
not included in the work plan and description of work as agreed with the funding body (DG ECHO). The focus 
is on developing and selecting existing methods, describing these in a systematic manner linked with an 
overall guideline for risk management. Some methods (e.g. the Event Risk Classification method) are easily 
implemented in general purpose software such as Excel, and templates for these will be made available. In 
addition, a roadmap for developing the tools in software packages, through efforts after the OpenRisk ends, 
will be prepared. 

At the end, the participants were warmly invited to continue the discussions at the Third OpenRisk Workshop. 
It will take place in spring 2018 hosted by the REMPEC in Valetta, Malta.  

HELCOM and OpenRisk partners thanked all the participants for the valuable input during the workshop. 

‘ 
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Annex 2. Workshop Program 

9:30-10:00 Coffee 
10:00-10:15 Welcome to the Workshop (Graça Espada, Lisbon Agreement) 

10:15-10:30 Introduction of the OpenRisk project and Results of the 1st Workshop (Valtteri Laine, 
HELCOM) 

10:30-10:40 Aims of the 2nd Workshop (Valtteri Laine, HELCOM) 

10:40-11:10 ISO 31000 Standard and Implementation to the PPR Activities (Floris Goerlandt, 
HELCOM) 

11:10-12:00 Roundtable Discussion (Michael Baldauf, WMU) 

12:00-13:30 Lunch 

13:30-13:45 Norwegian AIS risk Module (Jon-Arve Royset, KYSTVERKET) 

13:45-14:00 Risk assessment based on AIS (Yvonne Koldenhof, MARIN) 

14:00-14:15 Maritime Application of the ERC Method (Valtteri Laine, HELCOM) 

14:15-14:30 BowTie Method (Valtteri Laine, HELCOM) 

14:30-14:45 IWRAP (Omar Eriksson, IALA) 

14:45-15:00 PAWSA (Omar Eriksson, IALA) 

15:00-15:30 Coffee 

15:30-17:00 Group Work on RA Tools 

17:00-17:30 Wrap-up of day and discussion 



Outcome of OpenRisk WS 2-2017 

12 

Annex 3. Background and group work material 

TERMS AND DEFENITIONS 

risk - effect of uncertainty on objectives 

risk management - coordinated activities to direct and control an organization with regard to risk 

risk owner - person or entity with the accountability and authority to manage a risk 

risk management process - systematic application of management policies, procedures and practices to the activities 
of communicating, consulting, establishing the context, and identifying, analyzing, evaluating, treating, monitoring and 
reviewing risk 

establishing the context - defining the external and internal parameters to be taken into account when managing risk, 
and setting the scope and risk criteria for the risk management policy 

external context - external environment in which the organization seeks to achieve its objectives 

internal context - internal environment in which the organization seeks to achieve its objectives 

communication and consultation - continual and iterative processes that an organization conducts to provide, share 
or obtain information and to engage in dialogue with stakeholders regarding the management of risk’ 

risk assessment - overall process of risk identification, risk analysis and risk evaluation 

risk identification - process of finding, recognizing and describing risks 

risk source - element which alone or in combination has the intrinsic potential to give rise to risk 

event - occurrence or change of a particular set of circumstances 

consequence - outcome of an event affecting objectives 

likelihood - chance of something happening 

risk analysis - process to comprehend the nature of risk and to determine the level of risk 

risk criteria - terms of reference against which the significance of a risk is evaluated 

level of risk - magnitude of a risk or combination of risks, expressed in terms of the combination of consequences and 
their likelihood 

risk evaluation - process of comparing the results of risk analysis with risk criteria to determine whether the risk 
and/or its magnitude is acceptable or tolerable 

risk treatment - process to modify risk 

control - measure that is modifying risk 

monitoring - continual checking, supervising, critically observing or determining the status in order to identify change 
from the performance level required or expected 

review - activity undertaken to determine the suitability, adequacy and effectiveness of the subject matter to achieve 
established objectives 
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Figure: Contribution of risk assessment to the risk management process 

RISK IDENTIFICATION 

The organization should identify sources of risk, areas of impacts, events (including changes in circumstances) and 
their causes and their potential consequences. The aim of this step is to generate a comprehensive list of risks based 
on those events that might create, enhance, prevent, degrade, accelerate or delay the achievement of objectives. 

Identification should include risks whether or not their source is under the control of the organization, even though 
the risk source or cause may not be evident. Risk identification should include examination of the knock-on effects of 
particular consequences, including cascade and cumulative effects.  It should also consider a wide range of 
consequences even if the risk source or cause may not be evident. As well as identifying what might happen, it is 
necessary to consider possible causes and scenarios that show what consequences can occur.  

This step attempts to answer the following question: 

• What can happen and why?

RISK ANALYSIS 

Risk analysis involves developing an understanding of the risk. Risk analysis provides an input to risk evaluation and to 
decisions on whether risks need to be treated, and on the most appropriate risk treatment strategies and methods. 
Risk analysis can also provide an input into making decisions where choices must be made and the options involve 
different types and levels of risk. 

Risk analysis involves consideration of the causes and sources of risk, their positive and negative consequences, and 
the likelihood that those consequences can occur. Factors that affect consequences and likelihood should be 
identified. Risk is analyzed by determining consequences and their likelihood, and other attributes of the risk. An 
event can have multiple consequences and can affect multiple objectives. Existing controls and their effectiveness and 
efficiency should also be taken into account. 

This step attempts to answer the following questions: 

• What are the consequences?

• What is the probability of their future occurrence?

• Are there any factors that mitigate the consequence of the risk or that reduce the probability of the risk?
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RISK EVALUATION 

The purpose of risk evaluation is to assist in making decisions, based on the outcomes of risk analysis, about which 
risks need treatment and the priority for treatment implementation. 

Risk evaluation involves comparing the level of risk found during the analysis process with risk criteria established 
when the context was considered. Based on this comparison, the need for treatment can be considered. 

This step attempts to answer the following questions: 

• Whether a risk needs treatment?

• What are the priorities for treatment?

• Whether an activity should be undertaken?

PREPARATION FOR GROUP WORK 

Applicability of tools used for risk assessment 

Tools and 
techniques 

Risk assessment process 

Risk 
Identification 

Risk analysis Risk 
Evaluation 

Consequence Probability Level of risk 
IWRAP 
PAWSA 
KYSTVERKET RA 
Tool 
MARIN RA Tool 
BOWTIE 
ERC 

Criteria 
  Strongly applicable (SA) 
  Not applicable (NA) 
  Applicable (A) 

NOTES: 
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Attributes of risk assessment tools 

Tools and techniques 

Relevance of influencing factors 
Can provide Quantitative 

output Resources and 
capability 

Nature and 
degree of 

uncertainty 
Complexity 

IWRAP yes/no 
PAWSA yes/no 
KYSTVERKET RA Tool yes/no 
MARIN RA Tool yes/no 
BOWTIE yes/no 
ERC yes/no 

Criteria 
  Low (L) 
  Medium (M) 
  High (H) 

NOTES: 
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